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FORMAL VERIFICATION

PERSONNEL ACCESS SYSTEM

• Safety-critical application

• It prevents personnel from entering 
areas exposed to particle beams and 
their radiation

• Controls architecture based on       
S7-1500F PLCs

• Developed using TIA Portal v16 
programming environment

RESULTS

• Win-win situation for all counterparts

• GSI:

• Found discrepancies between the code 
and the specification → fixed

• Improved specification and code

• Better understanding of the code

• Knowledge transfer in formal verification

• CERN

• Improved PLCverif

Working Together for Safer Systems: A Collaboration Model for Verification 
of PLC Code

CERN Beams Department
Industrial Controls and Safety Systems Group (ICS)

CASE STUDY: FAIR

CONTEXT COLLABORATION MODEL

EXAMPLES OF SPECIFICATION FORMALISMS

PLC code PLCverif

I/O matrix State machineLogic diagram (grassedit)

Formal verification fits perfectly to 
validate the PLC program modules

V-model recommended by the IEC 61508 standard

Formalisms recommended by the IEC 61511 standard

Currently, formal 
verification of critical 

software is very 
challenging.             
We propose a 

collaboration model
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