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Abstract
MITICA, the test bed for the ITER heating neutral beam

> injector, will use an extensive computer-based safety sys-

tem (MS) to provide occupational safety. The MS will in-
tegrate all personnel safety aspects. After a detailed risk
analysis to identify the possible hazards and associated
risks, we determined the safety instrumented functions
(SIFs), needed to mitigate safety risks, and the associated
Safety Integrity Levels (SIL), as prescribed in the IEC
61508 technical standard on functional safety of electri-
cal/electronic/programmable electronic safety-related sys-
tems. Finally, we verified the SIFs versus the required SIL.
We identified about 50, allocated to SIL2 and SIL1.

Based on the system analysis, we defined the MS archi-
tecture, also considering the following design criteria: Us-
ing IEC 61508 and IEC 61511 (Safety instrumented sys-
tems for the process industry) as guidelines; Using system
hardware to allow up to SIL3 SIFs; Using certified soft-
ware tools to allow programming up to SIL3 SIFs. The
SIL3 requirement for hardware/software derives from the
need to minimize the share of the failure probability, thus
allowing maximum share to sensors and actuators.

The paper presents the requirements for the MITICA
safety systems and the system design to meet them. Due to
the required system reliability and availability, the hard-
ware architecture is fully redundant for all components in-
volved in safety functions. Given the requirement to
choose proven solutions, the system implementation
adopts industrial components.

INTRODUCTION

ITER requires powerful neutral beam injectors (HNB),
for plasma additional heating and current drive [1]. The
heating beams are produced through electrostatic accelera-
tion of H™ or D- (Deuterium) ions, up to 1 MeV, followed
by ion neutralization. Atoms need to be neutral to penetrate
the high magnetic field surrounding the plasma. Negative
ions are used since their neutralization efficiency at ion en-
ergy exceeding 100 keV is much greater than that of posi-
tive ions.

HNBs with the ITER requirements in terms of beam
power (16.5 MW), ion energy (1 MeV), accelerated beam
current (40 A), divergence (7 mrad), and pulse length
(3600 s) do not exist and, therefore, the HNB development
is carried out through a dedicated facility, called the Neu-
tral Beam Test Facility (NBTF) [2], aimed at developing
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the ITER full-size HNB test bed [3], called MITICA, and
testing it up to nominal performance.

This paper reports the design of the MITICA safety sys-
tem. After a brief discussion on safety in MITICA, we sum-
marize in the paper the system analysis executed and
briefly discuss the apparent antinomy of using proven and
also innovative solutions. We then present the system re-
quirements, the applied design concepts, the proposed
hardware architecture, and the approach followed for soft-
ware development. Finally, we discuss the planned system
commissioning.

OVERVIEW OF MITICA SAFETY

While ITER HNBs require nuclear and occupational
safety, MITICA is only required to ensure personnel safety,
as the nuclear risk does not demand for a specific nuclear-
class safety system. The hazards in MITICA are mainly re-
lated to high voltage, explosive and asphyxiating gasses,
radiation, fire, and high pressure coolants.

We decided to develop a dedicated system, called
MITICA safety system (MS) and based on programmable
electronics, to manage and coordinate all safety issues at
MITICA experiment level. This choice was also pushed by
the Regulatory Authority, which requires a centralized
safety system to issue the license to operate the plant.

Functional Safety

The purpose of MS is to reduce the risk of serious injury
to personnel to an acceptable level. Functional safety of
programmable electronics is the subject of the technical
standard IEC 61508, which is a general standard accompa-
nied with specific standards dedicated to specific applica-
tions, such as oil, automotive and process industry (IEC
61511). As we can figure out MITICA as a process, we de-
cided to base the MS development on the technical stand-
ards IEC 61508 and IEC 61511. Adhering to these stand-
ards during the whole life-cycle of the safety systems pro-
vides a methodology for the risk analysis and mitigation
and for system design, verification, implementation, test-
ing, and maintenance. It also supports the developers in de-
fining the correct level of risk mitigation and improves the
quality of the final product.

SAFETY ANALYSIS

Safety analysis must be carried out with the support of
safety experts as this is a very sensitive activity. The pur-
pose of the analysis is to identify all possible hazards, to
quantify the risks, to define the required safety instru-
mented functions (SIF) to mitigate the unacceptable risks,
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and to qualify the required reliability of SIFs. Ref. [4] re-
ports the safety analysis process executed on MITICA
along with the analysis results. The safety analysis identi-
fied about 50 SIFs to be executed on call and for which the
low-demand mode of IEC 61508 applies. The SIF reliabil-
ity is qualified by means of four Safety Integrity Levels
(from 1 to 4) which represent intervals of SIF probability
of failure on demand (PFD) in low-demand mode and
probability of failure per hour (PFH) in continuous mode.
Table 1 shows the SIL definition in low-demand mode in
terms of PFD as per IEC 61508. Figure 1 shows the classi-
fication of the defined SIFs obtained by applying a Layer
Of Protection Analysis (LOPA) according to IEC 61511.

Table 1: Safety Integrity Levels

SIL PFD
1 10" - 102
2 102-107
3 102 -10*
4 104107

SIL 2 with
requirements on
o the PFD (or SIL 3);
]

SIFs not
necessary; 5

No SIL
requirements; 22

Figure 1: MITICA SIF reliability classification.

CONSERVATION VS INNOVATION

The SIL requirements for the MITICA SIFs ask for a
high-reliability 1&C system to reach the desired SIL.

The implementation of high-reliability safety systems
must be very conservative. Technical standards require that
the used components, such as sensors, actuators, hardware,
and software platforms, be safety-tested and qualified for
specific safety reliability levels. Therefore, the use of inno-
vative elements in the process may be imprudent, strongly
discouraged, and very often may result in unacceptable fig-
ures in terms of risk mitigation.

Despite the above conservative approach, the realization
of a central safety system, which manages (nearly) all
safety aspects in an experimental research device, in not
trivial. The realization of a central safety system is also the
choice of ITER and a practice followed in other fusion ex-
periments [5]. The innovative element of our application is
the global approach that brings many different aspects of
safety together and manages them in a unified way. In con-
ventional installations, many partial safety systems usually
handle specific risks and operate in isolation. MS centrally
coordinates all safety issues to ensure coordinated inter-
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ventions and provide structured information to safety man-
agers who need to make safety decisions. Specific aspects
worth mentioning are the centralized management of the
temporary sensor by-pass in case of faulty sensors and the
exclusion of individual safety functions due to faulty sen-
sors or actuators. Furthermore, MS operates in high-level
logics, using a state approach that defines global operating
states associated with permitted/prohibited actions in the
plant, making safety controlled at the supervisory level.

SYSTEM REQUIREMENTS

The safety analysis provides the requirements in terms
of SIFs and associated SIL allocation.

The SIF identification also defines the set of input output
signals required. In MS we decided to only manage digital
signals. When a given SIF relies on some analogue meas-
urements, then local electronics is provided to implement
the required signal processing and generate fault/alarm dig-
ital signals. Input signals are generated by a wide set of
sensors that in some cases are installed exclusively for
safety reasons, in some other cases industrial plant systems
provide them for both operation and safety, as in the case
of the grounding switches of the power supply systems.

Output signals usually feed industrial components pro-
vided in industrial plant systems, such as medium voltage
circuit breakers and gas feeding line valves.

The size of the MS in terms of digital input/output (I/O)
signals is 400 input signals and 150 output signals, orga-
nized into 12 remote I/O nodes located in different NBTF
buildings and outdoor areas with maximum distances of
approximately 200 m.

The timing requirements of the SIF are not very demand-
ing as safety actions are performed via mechanical compo-
nents, which have operating times of the order of 500 ms.

DESIGN CRITERIA

We designed MS following the guidelines of the func-
tional safety technical standards and the ITER guidelines
for the implementation of ITER occupational safety sys-
tems [6].

Due to the SIL requirements for SIFs, for MS hardware
and software, we decided to use industrial system compo-
nents that allow for the implementation of SIF up to SIL 3,
such as SIL3 certified logic solvers, fieldbuses, remote in-
put/output stations, and software development tools.

Fortunately, the timing constraints of MS SIFs are not
demanding. This greatly simplifies the implementation of
the system since it can be achieved by using programmable
controllers as logic solvers, for which there is solid experi-
ence in safety applications and for which reliability figures
are available and well-known.

Since the MS sensors and actuators reside in several dif-
ferent locations within the NBTF, we mandatorily adopted
a distributed input/output system.

We also decided to equip the logic solver with a powerful
graphical user interface. This point is qualifying as 1) a rich
operator interface helps safety managers to manage critical
situations when they have to make quick safety decisions,
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(i1) an advanced SCADA-based interface can implement
crucial safety functions (and associated data transmission
to the logic solver), such as temporary bypassing of sensors
and overriding of safety functions. We decided to imple-

ment a fully-redundant safety system, with the exception

of sensors and actuators, as many of them are complex de-

vices that do not provide redundant signals. The design ef-
¢ fort in these cases was to use diversification in fault detec-
tion and effect generation.

HARDWARE ARCHITECTURE

Some industrial constructors provide safety systems that
» can be certified up to specific SIL level. The solution cho-
sen for MS consists of a fully redundant, distributed archi-
tecture based on a programmable controller with Profinet

MITICA CENTRAL SAFETY SYSTEM - HARDWARE CONFIGURATION
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fieldbus on Ethernet, fail-safe remote input/output, and
SCADA based operator interface [7-10].

Figure 2 shows an excerpt of the MS hardware architec-
ture (in total, the number of remote input/output nodes
is 12).

All Profinet links are implemented using optical fibers,
except those inside the central cubicle that use copper. Dy-
namic panels are not redundant, as they just display infor-
mation without any safety requirements.

Since the NBTF environment is a source of electromag-
netic interference (EMI), we must use electromagnetic
compatibility (EMC) best practices to minimize possible
unwanted effects on electronics due to EMI.

Location: ED 12_2_01
Mitica Control Room

L4 -2X8F0

CRNEO01-0001
entral Safety Unit " .

T

i g

CODAS Communication

1
-
Bhe  TUOTTOE]
SCA XRI2ETIM SCALANCE xR32412M  CMNESW01-0 mcw;cx”
RING A

Rooin)

=

osne-
omxr i

(*) Location: ED 3_0_01
MITICA PS Hall

of ¢ I <

1- Rescue Room

2 - Building 1 West side 8 — Building 8
ET 2005P HA ET2005P A
1558 PN 1556 PN
Optic patch parmi Optic patch panel Optic datch panel Optic patch pamel
g A ring 8 ring AL g8
H
5 L
/" 3~ Building 1 External MITICA Bioshield 9- HVD1
ET2005P HA ET 20059 HA
™ 1556 PN 1556 PN

Optic patch panei Optic dutch pansi Opic patch panel
rngA L ring Al reg 8 i CMNESW03-0003
H H j S3PRNW-CU-0101 Al
N ——__ e i e g o
Location: ED 1_0_01 |
4 — Buildig 10 - External Area JADA transformer

ring A

Optic /

Location: Building 12 CSS s

CUBICLE (Rescue Room) CMNESW01-0013 i
53PRNW-CU-0301 A1/3 |
Location: ED 3_0_01 |

__MIMICAPSHall

(*) Location ED: 12_0_08
Entrance NBTF _ i

o

L4 2XFO

ET 20059 HA
N 1SSePN

Figure 2: MS fully-redundant hardware architecture (excerpt).
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The MS central cubicle and remote 1/O cabinets will be
qualified for EMC (sheet thicknesses and conductive
sheaths) and will use three-stage EMI filters on the feeding
power supply.

All cable feedthroughs will use EMC cable glands. Sig-
nal cables will be shielded and shields will be earthed at
the entrance of any cabinet/cabinet. All cubicles/cabinets
will be grounded locally, as close as possible.

SOFTWARE DEVELOPMENT

The certification of software is in general a critical ac-
tivity. Siemens provides a set of software development
tools that help producing programs that can be certified.

MS uses two of them, the SIMATIC F-Systems and Ma-
trix Tool [11, 12].

The former is a library of certified blocks. If the pro-
grammer writes a new block by only using F-blocks inside,
the new block is automatically certified.

The latter is a graphical tool organized as an incident ma-
trix. The programmer can program a SIF by configuring
SIF causes (events that require the SIF execution) on a row
and SIF effects (actions to execute the SIF) on a column
and checking the row-column intersection. The Matrix
Tool is also invaluable during system commissioning as it
can produce detailed automatic reports when testing indi-
vidual SIFs. Figure 3 shows how to configure a SIF using
Matrix Tool.

IEIMATIC SAFETY MATRIX

[ Groups. <] sw

Figure 3: Example of SIF configuration via matrix tool.

The PLC control program is organized into two independ-
ent sections called Safety and Standard. The safety section
handles all safety-relevant functions, while the standard
section takes care of organization and communication tasks
that do not affect safety. The PLC-SCADA data transfer is
also divided into two data sets. Data for pure visualization
uses Profinet, where safety-sensitive data, such as sensor
bypass, SIF override and state transition commands, is han-
dled using ProfiSafe, the SIL 3 certified Profinet profile.

Operating States

The operation of MITICA is modelled through operating
states that define permitted and prohibited activities. The
top-level operating states are Long-Term Maintenance,
Short-Term Maintenance, Test and Conditioning, and
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Beam Operation. A given SIF may be active in one or more
operational states and inactive in others. Since operating
states are safety-relevant, we must manage state transitions
within the safety system. In fact, it is the responsibility of
the safety manager to command the transition from the cur-
rent state to another permitted state. The safety manager
selects a new state on the SCADA system, which forwards
the chosen state transition command to the PLC. The state
transition procedure is an example of a safety function per-
formed at the SCADA level. Other examples are sensor by-
pass and SIF override.

Self-Diagnosis

A qualifying characteristic for the system reliability,
availability, and operation is its capability of timely detect-
ing hardware faults through self-diagnosis.

Each hardware component (input/output fail-safe mod-
ules. Profinet interfaces, network switches, CPUs) has ad-
vanced self-diagnosis features, and therefore, we can con-
tinuously monitor the system integrity.

SYSTEM COMMISSIONING

It is important to define in advance the procedure to test
a safety system. It is also important to document the tests
executed to the maximum extent. We plan to execute dur-
ing the system implementation three different test sessions,
referred to as factory acceptance tests (FAT), site ac-
ceptance tests (SAT) and safety specific tests.

Factory Acceptance Tests

In the first stage of the system implementation, we re-
quire to build a prototype consisting of the PLC, two re-
mote I/O nodes, interconnecting fieldbus, and SCADA.
The prototype must demonstrate the feasibility of the sys-
tem functions before the complete construction and instal-
lation phases. In the FAT, we will check the data transmis-
sion between remote I/O and PLC and between PLC and
SCADA. We will also verify the software structure and the
segregation between the safety-related and standard pro-
grams.

Site Acceptance Tests

After FAT, the system is constructed and installed at the
final site. The SAT purpose is to check the correct installa-
tion of the system components with particular care of ca-
bling, cable installation, and compliance with the EMC re-
quirements. The SAT will include full testing of:
Faults/alarms from sensors to remote I/0O and PLC;
Commands from PLC to remote 1/O to actuators;
State machine operation;

Variable transmission from/to PLC and SCADA;
SCADA graphical interface.

Safety-Specific Tests
In this phase, we will test each single SIF. The SIF test
will include:
e Test of each single SIF cause: a single cause
(fault/alarm) at a time is generated at the sensor level
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and the correct SIF execution is checked. The timing
of the SIF execution is recorded. The correct visuali-
zation on the SCADA graphical panel is verified and
the reporting in the SCADA alarm system is checked.
o SIF Test of each operating state where it is active;
o Test report for each SIF on all single trials executed.
The execution of the safety-specific tests is very de-
manding in terms of time and personnel involved; in time
because the single test trials to execute are many for each
SIF; in personnel because most of the plant unit experts
must be involved to check their sensors and actuators.
There is another reason, based on previous experience
on safety systems [13], why we expect a long duration of
the safety-specific tests. In fact, the execution of these tests
requires that no other parallel activities are performed on
MITICA: just think of the effect of an untimely aperture of
a controlled door during the tests by personnel who go and
come for other installation or maintenance activities. We
cannot have the whole MITICA plant available for months
during the safety tests, so we have to agree with the NBTF
site management to execute the tests in time windows, in-
terleaved with other site activities. This is the source of un-
avoidable delays since restarting an interrupted test session
requires to resume the MS and plant conditions as before
the interruption. The delay due to concurrent activities dur-
ing the safety system commissioning is a general problem
during the construction of experimental research devices.

VERIFICATION OF SAFETY
INSTRUMENTED FUNCTIONS

The SIL of the implemented SIFs must be verified taking
into account the PFD of all components in the SIF chain
including sensors, cabling, input modules, data transmis-
sion system, PLC, output modules, and actuators. The pur-
pose of this verification is to make sure that the actual im-
plementation meets the SIL requirements.

CONCLUSION

We have defined the guidelines to develop the MITICA
safety system according to technical standards IEC 61508
and IEC 61511. We have set the requirements of the
MITICA safety system with regard to safety instrumented
functions, interface signals with sensors and actuators,
space and time constraints. We have established the system
architecture based on the ITER prescriptions for safety sys-
tems and the defined requirements. The system is based on
proven industrial components and uses certified software
tools to develop safety-relevant software. We have defined
in advance the test procedure to allocate the correct time
slots to execute the system commissioning. The system de-
sign successfully passed the final design review, and there-
fore, the system is ready to build.
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